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1. GENERAL

Most computers running under the UNIX time-sharing system can potentially be accessed
by telephone by anyone with a computer terminal who cares to dial the number — and from
anywhere in the world. Because of this potentially unlimited access to computers using the
UNIX operating system, we have felt a responsibility to provide facilities for protecting our pro-
grams, our data, and eur computer resources from unauthorized users.

Of course, the problem could be solved by denying or by placing restrictions on dial-up
access, but we and others have strong special reasons for wanting to preserve this kind of
access.

The protection that we require has at least these three targets: i
a)  security of system resources such as computer time and storage, and access to computer
peripherals,

b) security of confidential, private, and proprietary information that is stored in the files of
the computer — and here protection is desired both against outsiders and against unau-
thorized insiders, and )

c)  security of files not only as they reside in the storage of the machine but also as they are
transmitted from machine to machine.

We want to prevent unauthorized access to our data and unauthorized use of our
resources. We have taken some of the necessary steps to do just that.

This question of security is one of growing importance for us ~— growing in the literal
sense. It will almost certainly become crucial in the future, but aiso it has up to now been rela-
tively unimportant. For this reason, we have been able to treat computer security on UNIX as
a research question rather than as a burning issue with tight deadlines. We started working on
it early enough.

Login control is the prime defense of our data and our resources. All of our UNIX sys-
tems require (or can be made to require) a password before any use of the machine can be
made. If someone cannot log onto our machines, they cannot, without physical access, get at
the data stored on the machines or use our resources.

But login control is not enough protection — and for a number of reasons. Many kinds of
information must be protected even from those who are authorized 10 log into a system. Peo-
ple who are not meant to read information stored on a machine may nevertheless have physical
access lo the machine. It is impossible to prevent persons who are authorized to log in from
lending their passwords to others. People on occasion leave their terminals logged in and unat-
tended.
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The conclusion is that we need a method of file protection beyond what is provided by
login control.

2. FILE SECURITY

We have concluded, from considerable experience, that files cannot credibly'be protected
merely by file access controls, i.e., merely by administrative software. The files have a physical
existence on disk drives, on backup tapes, in system buffers, and they are on occasion transmit-
ted from machine to machine. In addition, the administrative controls imposed by software
can, and in our experience, often do fail. )

We turned to cryptography to provide file security for those who desired it. The general
aim was to provide security comparable to that of a secure, locked file cabinet. In other words,
we have not attempted to provide an encryption scheme that would resist the determined
attacks of a national government, but we have tried to make a system that is secure against the
attack of an intelligent graduate student, or of a skilled ex-employee. We want, after all, not
just good routines; we want also to be able to estimate just how good they are. This naturally
drew us into the realm of cryptanalysis.

With the cleartext gone from the storage of the machine, the risk of inadvertent disclo-
sure by errors of the administrative software or by operator errors was gone. Files could no
longer be obtained by accident, but only by work. We have tried to increase this work, while
making it as easy as possible for the user to encrypt his files.

We decided at the outset not to live in a fool’s paradise:
1. We did not try to hide the relevant programs (rather we published them openly).

2. We did not make up very complex schemes that we really did not understand (rather we
used the simplest schemes at each step that would just barely meet the objectives).

3. We did not try to discourage work on breaking the schemes (rather we encouraged
attemnpts to break Athem and helped people who wanted to try).

Only in this way could we get the kind of critical attack needed to improve the algorithms, to
make them more resistant to attack, to keep them as simple and as fast as possible, and to be
able to estimate the time and labor necessary to break them. The early file encrypting routines
were deliberately written so that they would be barely adequate —~ mainly in order to encourage
attempts to break them. Each time our code breaking abilities became good enough to
endanger the encryption scheme, the scheme has been replaced with a slightly better one.

There have been three versions of the UNIX encryption scheme over the past five years
or so, each of which has withstood cryptanalytic attack for a considerable period of time. As
this paper is intended to inform the reader about the important issues involved, | also include a
discussion of three abortive versions which were flawed at the outset and only survived for a
few hours or a few days.

The encrypting algorithm was written not only as a stand-alone program, but also as an
integral part of the UNIX editor. This was done in such a way that an encrypted file is as easy
to create and to edit as a cleartext file.

3. VERSION |

The first version of UNIX encryption was patterned after the World War 11 field cipher
machine called the M-209 [Ref. 1, pp.425-434; Ref. 2; Ref. 5]. It never has been any great
secret that cryptograms produced by this machine were routinely solved by hand during World
War 11, but little or nothing-has been published in the past about how such cryptanalysis was
done. }Ve did not know how much text was required, how much labor it required. and whether
access to cleartext or other breaches of cryptographic discipline were required. .

Immediately after this encryption scheme was installed, work began on cryptanalysis of it.

Methods were developed of recovering the internal settings of the machine given 50 to 75 char-
acters of paired cleartext and ciphertext [Ref. 2]. Subsequently, methods were developed for
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decryption from ciphertext alone which required only about 2000 characters of text (about 300
words) and did its work in about 2 minutes on a PDP-11 [Ref, 3]. This work destroyed the
credibility of the M-209 for our purposes, and the credibility of any similar methods and the
encryption program was, in any case, too slow.

By the time this analytic work was completed, version I had been replaced by

4. VERSION 11

Version II was patterned after a very early rotor machine designed by an American named
Hebern in about 1922 [Refs. 6,7,8] — that machine was a straight-through rotor machine that
was the predecessor of the later, more famous rotor machines such as the German Enigma, the
British TYPEX, and the American SIGABA [Ref. 1, p.411f].

Although a rotor in a rotor machine is an ingenious electromechanical contrivance, it
merely amounts to a permutation which changes when the rotor moves to a new position. The
changing permutation caused by one rotor (in the Enigma machine) can be described by

x = P(c+nl1)—nl

where ¢ is the cleartext character and x is the ciphertext character, both treated as integers in
the range 0-25. a1 is an integer which corresponds to the position of the rotor; all computa-
tions are performed modulo 26. Thus a rotor performed a simple substitution on the 26-letter
alphabet, and the simple substitution could change during the encryption of a message.

I used a two rotpr version of this machine — the simplest version that had any chance of
working. On the other hand, the rotors were increased in size from 26 (the size of Hebern's
alphabet) to 256, to cover every possible value of an 8-bit byte. It turns out that the increase
in size of the rotors from 26 to 256 makes the method a great deal more secure and greatly
outweighs the reduction of the number of rotors from three to two.

The rotor wirings and starting positions for the machine were selected by asking the user -
for a typed key which could be up to 8 characters in length. This key was used as the seed for
2 pseudo-random number generator which was then used to select the permutation upon which
the machine was based.

The heart of the encryption method is a permutation on 256 elements which is stored as a
table with 256 entries. The key provided by the user is used as a seed for a random number
generator which produces 2048 (=256*8) bits of output. These bits are used to choose a ran-
dom permutation which we shall call P. The 'inverse permutation P! is computed from P.
Once this has been done, we are ready to encrypt. A byte (called ¢) is read from.ihe input and
the following computation performed to produce the ciphertext letter x. ¢ and x are treated as
integers in the range 0-255. .

x = P~ (n2=P(c+nl))—nl

where n1 and n2 are integers and all computations are performed mod 256. After each charac-
ter is encrypted, »1 is incremented and when 21 is incremented from 255, it becomes 0 and n2
is incremented.

This method requires two table lookups and four integer additions per encrypted character
(including the incrementation of n1). The method can obviously also be rather simply imple-
mented in hardware. The algorithm as it stands has the desirable property that it is easy to start
encryption or decryption at any point, not necessarily at the beginning of the text, by setting »1
and n2 to the appropriate values. The algorithm is reflexive so that decryption and encryption
become identical processes.

The numbers n1 and n2 can either be initialized to zero or to a number determined from
the key. The increment at each step need not be 1 but can be any odd number (chosen, for.
example, from the key). In fact, the numbers n! and n2 were initialized to0 zero and the incre-
ment at each step was in fact 1.
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The user could type a key up to eight characters in length, and so there were about
958 = 10'¢ typed keys available to the user. In addition, the total number of different rotor
wirings, each of which produced a different encryption, was equal to 256! = 10%7. Both of
these numbers are astronomical when one considers trying to find the key by external search.
But the first installed version of .this scheme used a pseudo-random number generator which
was started from a 16-bit seed selected from the typed key. Therefore, although the number of
user keys was astronomically large, the number of internal settings that were actually selected
was only 2!¢. It became possible to simply try each of these 216 = 65,536 internal settings on a
cryptogram, then decrypt a few characters of it to see if it made any sense, and if not, to try the
next one. Since it took only a few milliseconds to try each internal setting, the’ whole process
of trying every possible internal setting against a cryptogram took only about two minutes. This
was discovered by Dennis Ritchie acting as avocatus diaboli, only a matter of houfs after the
program was installed and prompted the move to a 64-bit pseudo-random nimber generator.
With this change, the scheme survived for many months before any successful attack was made
onit, -

Given that the number of possible internal settings that were actually used was 26 = 1019,
it became impractical to try them all and much more profitable to try short alphabetic keys. For
example, there are only 17576 keys consisting of three alphabetics, and one could try them all.
This process was made as expensive as possible by using a slow algorithm to convert from the
typed key to the internal 64-bit key. In particular, this conversion was done by making 25 trips
through the algorithm of the Data Encryption Standard (the DES). The typed key was used as
the key for the DES and a constant string was used as the cleartext for the DES. The output of
each stage was used as the input of the next stage, using the same key each time.

This process takes over one-half second and it seems unlikely that it could be speeded up
by more than a factor of ten. Some of the internal tables of the DES algorithm were scrambled
just to make it impossible to use any of the commercial chips. Thus it takes about two hours to
try every three-letter alphabetic key and this time could, by cateful coding of the DES algo-
rithm, be speeded up to about 15 minutes. Users, however, are advised to use six-letter keys
which are not names or dictionary words. and preferably to use characters which are not just
letters, so as to draw from a larger alphabei. The amount of time required to try all six-letter
alphabetic keys (after speeding up) would be about six months, and, if both letters and digits
were used, it would be many years. Some additional discussion of this question of the choice
of keys is contained in Ref. 4.

Another strength of the use of a one-way cipher such as the DES is that even if the inter-
nal rotor wirings are reconstructed, no information is obtained about the actual key typed by
the user, so that if the user is in the habit of choosing only names of streets in Brooklyn (for
instance) as keys, this information does not become available. :

5. CRYPTANALYSIS OF VERSION II

Over the course of the next six months, considerable progress was made in cryptanalysis
of this Hebern scheme by direct attack on the encrypting algorithm, rather than by exhaustive
key search.

The first part of the work was the development of methods to recreate the rotor wirings
and starting positions and thus the internal 64-bit key, given about 1000 characters of paired
ciphertext and cleartext. In other words, if the cleartext version of any 1000-character segment
of a document was available, the the whole document could also be read, and any other docu-
ments encryptéd with the same key. On the other hand._this method did not recover the typed
key, which was still secure.

Further work resulted in a decryption program which required about 15,000 characters of
text and about 5 minutes of computer time on a PDP-11. This program did direct decryption
using ciphertext alone. It required no cleartext nor any probable words. This work is reported
in a forthcoming memo by Peter Weinberger.
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Since this program was able to solve cryptograms well within the range of the size of
actual files that might be encrypted, the algorithm had to be improved or replaced. The general
method, however, seemed promising, and it was replaced by an only slightly more sophisticated
scheme.

6. VERSION III

Version 111 of file encryptxon is based on the German Emgma machme of WWII fame
[Ref. 1, p.420fT.; Refs. 9,10}. This version used only one rotor and a reflector, rather than the
three rotors used in the Enigma.

The algorithm begins by selecting at random a permutation P on 256 létters and, in addi-
tion, another permutation R of order two (a transposition). The inverse permutation P! is
computed from P. As before, a byte (called ¢) is read from the input and the following com-
putation performed with ¢ and x treated as integers in the range 0-255.

x = PPYR(P(c+nl)+n2)—n2)—nl

where nl and n2 are integers, and all computations are performed mod 256. After each char-
acter is encrypted, nl is incremented, and when 1 is incremented from 255, it becomes 0 and
n2 is incremented. Agam, the process is its own inverse — encryption and decryptlon are
identical.

This method requires three table lookups and five integer additions per encrypted charac-
ter. It is, like its predecessor, easily implemented in hardware. It shares the desirable property
that it is easy to start encryption or decryption anywhere in the text by starting wuh suitable
values of nl or n2.

The number of possible initial states of the machine has been greatly increased by the

. .addition of the reflector. R..-In.the algorithm, only transpositions R are used which are the pro-

duct of 2-cycles, and there are approximately 102 of them. The result is about 10 possible
internal states. (Still only 2% of these are selected by the pseudo-random number.generator.)

7. FLAWED VERSIONS

The final (i.e. current) version III was preceded by two flawed versions of very similar
algorithms. A description of these flawed versions might be instructive.

In the first attempt to improve version II I avoided having to compute 256 additional
pseudo-random numbers to create the required transposition. The transposition was obtained
from the permutation P, by what was thought to be a suitable transformation, to produce a new
permutation of order 2 to be used for the transposition R. By a marvel of group theory, the
product of the three transformations P~'RP turned out to be independent of the key and so
whenever both nl and n2 were zero, a block of 256 characters of cleartext appeared in the out-
put no matter what key was used for decryption. Although this did not compromise either the
key or the rest of the message, it was considered a serious flaw.

This flawed version was replaced by another which again attempted to avoid having to
compute the 256 additional pseudo-random numbers to create the transposition R. Just one
more pseudo-random number was computed and the transposition R consisted .of forming the
exclusive OR with this random byte.

This version had two serious flaws. The first was that on the average, one out of 256
( = 2%) keys would produce zero as the pseudo-random byte and thus the aigorithm would do
no encryption whatever,; its output would be the cleartext. Another flaw was that for each of
the 256 possible random bytes, the algorithm was very similar to Version 1l and so the work
factor for cryptanalysis had only been multiplied by 256, which was far too small a factor.

No further attempts were made to avoid separate computation of the additional pseudo--
random numbers required to determine R.
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The algorithm of Version I is still theoretically subject to direct cryptanalytic attack by a
combination of statistical and algebraic methods. This line of attack is well understood and our
experience with similar systems leads us to believe that the amount of text required is beyond
the size of files likely to be encrypted. We also believe that the machine time and storage
required would be very large.

The most likely route of attack is some form of exhaustive key search, and thzs can take
three forms:

- searching for the key typed by the user,
- searching for the 64-bit seed which drives the random number generator, and
- searching for the correct permutations P and R.

Possible permutations P and R can be tried extremely rapidly and with the right
hardware, a new one could be tested every few microseconds. On a general purpose computer,
perhaps as much as 50 microseconds would be required. On the other hand, there are 107 of
them to try, and this is too many.

It is a somewhat longer task to try one of the 64-bit quantities which drives the random
number generator, to construct P and R, and to test them against the encrypted text. Perhaps
one could be tested per millisecond. There are 10'° of them, and this is also too many.

Slowest of all is the task of trying a promising typed key. With a suitable rewritten pro-
gram for the DES, a new key could be transformed into a permutation and tested in less than
50 milliseconds. This is by far the most promising approach, since the whole set of three-letier
alphabetic keys, or every word in a small dictionary could be tried in 15 minutes or so. This
matter of choice of keys is extremely important and it is a problem shared by all key-based
encryption algorithms. It is for this reason that we urge all users to use longer and more com-
plex keys. In particular, we urge the use of keys of at least six characters in length which form
neither a w'ord nor a name.

9. CONCLUSIONS

By now, we have had considerable experience in the varieties of attacks on cryptographic
systems and we have more information on which to base an estimate of the strength of the
current system — how much time and labor it would require, and how much text might be
required for successful cryptanalysis. Although the current scheme has no known weaknesses,
no doubt we will continue to improve our techniques as time goes on and to install new
schemes when it proves necessary.

It is worthwhile to point out here that encryption can form only a part of a system that
ensures the security of data. If the adversary has unsupervised physical access to the computer,
to key materials, or to the cleartext versions of encrypted files, then he cannot, in the long run,
be prevented from getting at the data. Nor can the system administrators (and perhaps the
author of the encryption programs) be prevented from getting access to the data. A system
administrator could, for example, install his own version of the encryption programs to do
whatever he likes — for example mailing all of the keys to himself.

The whole matter of selection, custody, and distribution of keys deserves close attention

from anyone who cares about the security of his data. If a user chooses his or her spouse’s
name as a key for his encrypted files, then nothing the operating system can do will help him.

.

MH-1271-RHM-unix Robert Morris
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